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ABSTRACT

The growing requirements for integrated platforms of various communication types and customer interaction
have increased the need for creatively designed and developed high-concurrent real-time communication (RTC)
systems to merge disparate mobile/web environments providing integrative functions. By unifying high-speed
message transmission, peer-to-peer audio/video calling, and social gaming as part of a large interconnected
ecosystem, this RTC system will also reduce the fragmentation of communication software platforms. The real-
time communication architecture includes Spring Boot and WebRTC as well as WebSockets as an alternative
communication protocol that enables low-latency cross-device connectivity with real-time synchronization. The
results of testing the prototype demonstrated less than 200 milliseconds of synchronization latency and a call
stability rate of over 95%, indicating that the system will enable reliable connectivity between users using
heterogeneous endpoints. The RTC system is positioned to create a "Super Application."

Keywords—Real-Time Communication, WebRTC, WebSocket, Social Gaming, Spring Boot, Super App
Architecture.

INTRODUCTION

The way we talk to each other has changed a lot because of the internet. Now we can send messages. Talk to
people in real time no matter where they are in the world. We have lots of ways to communicate, like messaging
apps and video calls that let us talk send messages and see each other. But with all these new ways to talk lots of
communication apps are missing something. They are not very fun. People often use apps to play games with
their friends while they are talking.

If we could play games inside our communication apps it would be more fun to talk to people. This project is
about making a communication system that lets people talk and play games at the same time. The Real-Time
Communication System with Integrated Interactive Games lets people send messages talk in groups and make
video calls and also play games with each other all, in one place.

The main goals of the system are:

« It will let people send messages and talk to each other in real-time

« It will let people make voice and video calls

« It will have games that lots of people can play together on the system
« It will have security so users can feel safe when they log in

« It will be able to handle a lot of users at the same time

The system wants to be a place where people can talk to each other and have fun at the same time.
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LITERATURE SURVEY

Voice and video call platforms like Zoom and Skype are good for meetings and working together. They do not
have fun features for entertainment [9]. On the other hand, platforms like Discord are very popular among gamers
[16]. However, gamers often have to use external games instead of playing games right inside the chat. Recently,
some studies have looked into using WebSocket technology for communication systems that happen in real-time
[17]. WebSocket helps keep the connection between users and servers open [8], [15]. This reduces delays and
makes messages arrive faster. Not many studies have tried to combine chat and game features into one app. Our
system tries to fill this gap by bringing real-time chat services and fun interactive games together. The system has
real-time communication services and built-in interactive games. It combines communication and gaming
modules within an application platform.

Recent advancements in Real-Time Communication have focused on low-latency protocols like WebRTC for
media [1], [5], [11] and WebSocket for full-duplex messaging [2], [17]. While platforms like Discord have
popularized the integration of social activities, many systems still treat games as external entities rather than core
components of the communication pipeline [3], [14], [16].

Our system design builds on recent research in real-time communication.

Paper [1] analyses WebRTC, focusing on issues like getting media streams through tricky NAT setups. It explains
some smart ways to get around signalling headaches, so peer-to-peer data channels actually work. Paper [2] gets
into real-time data processing architecture using Spring Boot with WebSocket. The research dives into full-duplex
communication tweaks that really help keep latency low, even when tons of chat sessions hit the system at once.
Paper [3] shifts gears and looks at what happens to users, both mentally and structurally, when gaming features
are mixed in. Turns out, building gamification right into a main app (web or mobile) bumps up engagement, keeps
people coming back, and makes them stick around longer. For big messaging platforms, Paper [4] lays out how
microservices architecture can keep tons of connections stable. The authors share some solid strategies to make
sure the system scales up, while still routing data smoothly during heavy traffic. Paper [5] dives into how
WebRTC holds up over 5G, looking at Quality of Service metrics. The experiments show WebRTC pulls off
ultra-low latency collaboration and handles live communication demands really well. Paper [13] zeroes in on
signalling for peer-to-peer apps. It demonstrates that using WebSockets for signalling drastically speeds up
WebRTC connection setup—much faster than older session protocols. Paper [14] explores the idea of running
multiplayer games over peer-to-peer networks. The study shows you can sync game state with WebRTC, letting
players interact directly without needing a central game server. Paper [17] compares real-time polling methods,
ultimately proving that WebSockets leave old-school HTTP Long Polling in the dust. The study gives a clear
reason to go with WebSockets for two-way user communication. Finally, Paper [19] points out that tapping into
WebRTC’s raw data channels gives complex apps a serious edge. By letting data flow directly, you get top
efficiency without slowing down features.

Author(s) Title Year Key Contribution / Advantage

H. Mahmoud, R. WebRTC Architecture, Use | 2024 Detailed P2P signalling and media

Azaria Cases, and Challenges path traversal

V. Gupta, M. Sharma | Real-Time Data Processing | 2023 Full-duplex communication
with Spring Boot and optimization for low latency
WebSockets

R. Singh, S. Verma Impact of Integrated Social | 2023 Analysis of gamification in
Gaming on Engagement increasing app stickiness

J. White, L. Peterson Designing a Scalable Real- | 2024 Microservices and distributed DB
Time Chat System management for scalability
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S. Seol, H. Park WebRTC over 5G: Remote | 2023 5G performance benchmarks for
Collaboration QoS ultra-low latency media
P. Pardhi, P. Sons are | Security Analysis of P2P 2023 End-to-end encryption
RTC using WebRTC frameworks (DTLS/SRTP)
METHODOLOGY

The development follows an iterative, modular, and user-centric approach structured into four distinct phases:
Phase 1:

Requirement Analysis: Defining the "Super App" vision and identifying key social games for integration.
Phase 2:

Infrastructure Development: Implementing the Spring Boot backend, configuring STOMP brokers, and JWT
security.

Phase 3:

Gaming Ecosystem Integration: Developing modular JS-based game engines synchronized via WebSocket
topics.

Phase 4:

Validation and Optimization: Stress testing signalling handshakes and refining the Glass morphism Ul for
accessibility.

Proposed System

The new system brings together communication and interactive gaming to create a digital platform that people
can use.

The system is made up of parts.
A. User Authentication Module

This part is, in charge of getting users registered and logged in. It uses something called JSON Web Token to
make sure that only the right people can get in.

B. Messaging Module

The messaging part lets users send each text messages right away. It uses a thing called WebSocket to get the
messages to each other

C. Voice and Video Calling Module

This part lets users talk to each other using audio and video calls. It uses protocols to make these calls happen in
real time.

D. Interactive Game Module

The platform has games that let users play with their friends right inside the communication interface. This means
that people can play games with each other without having to leave the communication platform.
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E. Notification System

Users get notifications when they get messages when someone is calling them and when they are invited to play
a game. The system sends these notifications to keep users informed about what's happening on the platform.

System Architecture
A. High-Level System Architecture

The diagram shows how user devices, the main backend and other services work together.

Client Layer

Web Client

"N P2P Media

Mobile Browser

WebSocket / HTTp

Backend Infrastructure \ \

(Spring Boot)

WebSocket / HTTp

WebSocket Server (STOMP)

e &

REST Controllers Game Module WebRTC Signaling Server

A x

Persistence ':Q
MongoDB DataBase |

Fig. 1 System Architecture

e Zone 1: Client Part (Left)

o Box A: "Web User Interface”. This is what the user sees.

o Box B: "Messaging Channel”. This is how messages are sent.

o Box C: "Audio/Video Handler C: "Audio/Video Handler”. This handles the audio and video.
e Zone 2: Server Part (Middle)

e Box D: "Security Check”. This checks who is allowed to use the system.

o Box E: "Message Router”. This sends messages to the place.
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e Box F: "Call Setup”. This sets up audio and video calls.

e Zone 3: Data Part (Right)

e Icon G: "Data Storage”. This stores user information and chat history.

o Connections:

o Arrow from User Interface to Security Check (Login Request).

« Arrows going both ways between Messaging Channel and Message Router.
e Arrows going both ways between Audio/Video Handler and Call Setup.

o Arrow from Server to Data Storage (Saving and Reading Data).

The system has three parts: the part that users see the part that handles the work and the part that stores the data.
1. Communication Part:

e Messaging: This handles text messages, game moves and call setup.

e Audio/Video: This sends audio and video directly between users.

2. Security Part:

o User Verification: This checks if a user is allowed to use the system.

3. Data Layer:

« Data Storage: This stores user information, chat history and other data.

B. System Process

The operational flow of the system is designed for maximum efficiency and security

(Message/Game)
USER
ACTIONS
SUCCESSFUL OPEN HANDSHAKE USER
, AUTH WebSocket | SOCKET DONE , ACTIONS ,
User Login » ; »( Protocol Handshake » Feature Execution » Data Persistence
Connection
State/Logs

Fig. 2. Operational Workflow of the Messaging and Game Synchronization System
C. Use Case Analysis

The system caters to various user interactions, mapped through standard UML Use Case diagrams
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z<Include>> Validate
“\._ Credentials

User System

Communicate
with User
=<Include=> Establish P2P
Connection
<<Extend>> Update Game
= State

Fig. 3. Use Case Diagram of the Application Components

System

: Boundary

Play Interactive
ultiplayer Game

D. WebSocket Messaging Sequence

The system utilizes the STOMP protocol over WebSockets for low-latency message delivery.

i X =

Rl
User A Boot Server User B
(Ciient) Broker) (Datapase) 4 (Clen)
i WebSockeUSTOMP H WebSocket 2 Message i
(1) SEND Message H : :
JSON - | '
e, | :
recipient: . ' '
- "Hello i, (2) Validate Message
\ e r 6543210 n [ (Intemal Process) E i
3) MongoDB: Store Message ! 1
@ Document ~~H -
{ from: "User A", 7 '
to: "User B*, 1
: "Hello User BI", '
) status: “stored” :
]
(4) MongoDB: Confirmation 1
(Acknowledgement) :
(5) Identify Recipients & Subscriptions | 1
[~ ] (Server Intemnal) ! '
(8) SEND Message (Message Broker to Destination Queve) _ |
{ sender: "User A", :
text: “Hello User BI*, '
) tmestamp: 1716543210 :
1)
I (7)UserB (Client):
Recons & Rendor Message
i (Ul Update)
(8) Server: Optional - 1
Acknowledgement of Send
F(Semr intemal log) E E
9) Server: Response (SUBSCRIBE Frame Ack) : :
(10) User A (Client): : | |
e U ptate) 0 o S i E E
1 1 |}

Fig. 4. WebSocket Communication Sequence Diagram for Messaging
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E. WebRTC P2P Signalling Flow

Signaling Server (WebSocket)

w

SDP Offer/Answer / \\ SDP Offer/Answer
" Ice Candidates N
NAT/Firewall ; i NAT/Firewall
-------------------------- 5 \"" S SR EE RS R S S SRR S R
Ice Candidates Exchange —— ;

User Agent User Agent ]

WebRTC AP ! WebRTC AP
STUN/TURN Server (NAT Traversal) «———»! ]

-

SDP, ICE Candidates SDP, ICE Candidates ]

P2P Media Stream (SRTP/SCTP)

Peer A Peer B
(Client) (Client)
Fig. 5. WebRTC Peer-to-Peer Communication and Signalling Flow
F. Database Design
( Legend USERS A
— = Mandatory
| ---» = > Optional: + _id (PK)
userld (Unique)
sends 1 username 11 sends
> email (Unique)
passwort{Hash, String)
displayName
avatarUrl
status
createdAt
1:1 updatedAt A1
( ) e ot G m )
MESSAGES GROUPS
/ _id (PK) N belongs to . _id (PK)
senderld (FK — Users) sessold (Unique)
receiverid (FK—»Users) - BNM__ = o e SNMESgameTipe
groupld (FK — Groups) L players{|E - Users)
| Optional) ! plays userld (-
messageType v score
content ~
St GROUPS g;r{:sntGameState
isRead . _id (PK) startTime
L deliveryStatus 4 groupld (FK — Users) endTime
greadriene isActive
IN;M createdby (FK — Users) \ /
N:M meT:;,rz[] N:M TNy ~
GAMESESSIONS » role: » » STORIES
. _id (PK) | createdAt ) . _id (PK)
sessionld (Unique) . storyld (Unique)
gameType userld (FK - Users)
players(] mediaType
userld (FK— Users) mediaUrl
score caption
startTime explryTimestamp
endTime views)ri
e isActive « userid (FK — Users)
e viewedAt 4

Fig. 6. Database ER Diagram showing Collection Relationships
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Implementation

The system we made uses web technologies to help people talk to each other in real time and play games together.
We used Java Spring Boot to make the backend. We made the part that people see in their browsers using web
stuff like HTML and JavaScript. Our system puts together messaging, secure login and games in one place.

A. Development Environment

We made the backend with Java Spring Boot because it is good for making web applications. The frontend is
what people see. We made it with HTML and JavaScript and CSS so it is interactive. We used something called
WebSocket so people can talk to each other in real-time. We also used something on top of WebSocket called
STOMP so messages make sense.

We used MongoDB to store all our data because it's flexible and can store lots of different things. It stores
information about users and messages and other important stuff.

B. Authentication and Security

We wanted to make sure only the right people can use our system. So, we used something called JSON Web
Token to help with login. When someone logs in, we check who they are. If they are okay, we give them a token
that they use to prove who they are. This way we know it is really them.

C. Real-Time Messaging Module

Our messaging system uses WebSocket. When someone sends a message their browser sends it to our server.
Then we send it to everyone else. This way it happens fast. Everyone gets the message.

D. Interactive Game Module

We also have some games that people can play together. When someone does something in a game their browser
tells our server. Then we tell all the other players. Our server keeps track of what's happening in the game so
everyone sees the same thing.

E. Database Implementation

We used MongoDB to store all our data. It has all the information about users and what they say to each other
and what they do in games. Our server talks, to MongoDB to get and store data.

RESULT AND DISCUSSION

The system we came up with was tested to see how well it works when people are talking to each other in real-
time and playing games together. We did a lot of tests to see how long it takes to send messages how many people
can use it at the time how often calls are successful and how well games work. The tests show that the system
works well even when a lot of people are using it at the same time.

TABLE 1: System Performance Results

Feature Result

Message latency <200 Ms

Maximum concurrent users tested | 50

Call success rate 95%
Game response time <300 Ms
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The system we developed does a job of keeping message latency low and provides very good audio and video
communication using WebRTC. The part of the system that lets people play games together also works well and
people can interact with each other quickly. These results show that the system we developed is very good for
platforms that need to handle real time communication, including messaging, video calls and games. The system
is really good for real-time communication and the system is good, for gaming scenarios.
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Fig. 10. Real-Time Communication Logs (Calls Interface)
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Fig. 14. Group Coordination Module with Dynamic Messaging
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Fig. 15. Profile Settings and User Metadata Management
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Fig. 16. MongoDB Atlas Data Explorer: Users Collection and Document Structure
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CONCLUSION

This paper talks about a communication system with games. The system brings together messaging, video calls
and games in one easy-to-use app. It uses a design called Glass morphism for its look.

The app uses WebSocket and WebRTC to send messages and make calls in real-time. It works well with messages
sent in than 200 milliseconds. Adding games makes the app more fun. Keeps users engaged. The system shows
that it is possible to make an app that lets people talk to each other and play games at the time. This could be the
future of apps that do things, like a "Super App".
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