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ABSTRACT 

The study introduces FaceLog, a two-layer authentication framework developed to add digital security by 

incorporating biometric authentication and multi-factor authentication (MFA). The first security layer utilizes a 

Convolutional Neural Network (CNN)–based facial recognition model with liveness detection to verify user 

authenticity in real time. Using the Eye Aspect Ratio (EAR) method, the system detects natural eye blinks to 

distinguish live users from spoofing attempts involving static or digital images. Once facial verification is 

successful, the system proceeds to second layer of protection, either a One-Time Password (OTP) or a Time-

Based One-Time Password (TOTP) for identity confirmation. This structure ensures that even if one 

authentication factor is compromised, unauthorized access remains effectively prevented. Evaluation results 

demonstrate high accuracy, precision, recall, and F1-score, supported by excellent ratings in functionality, 

usability, and compatibility based the criterion of ISO/IEC 25010 software quality model. The findings affirm 

that combining biometric authentication with multi-factor verification provides a robust, efficient, and user-

centered approach to secure modern login systems, addressing the growing challenges of cybersecurity in digital 

platforms. 

Keywords: Facial Recognition, Convolutional Neural Network (CNN), Liveness Detection, Multi-Factor 

Authentication (MFA), ISO/IEC 25010. 

INTRODUCTION 

Securing online accounts is a critical concern in today’s digital environment (Soriano et.al., 2025)[1], where 

many services and transactions are now performed through the internet (Albshaier et.al.,2024)[2]; (Khando, 

et.al., 2022); (Patra et.al., 2022) [3][4]. As cyberthreats continue to evolve (Salim et.al., 2024)[5], traditional 

login methods such as usernames and passwords have become more vulnerable(Varshney et.al., 2025)[6] to 

attacks like phishing (Sturman et.al.,2025)[7], brute force attempts (Ha et.al., 2023)[8], and social engineering 

(Holthouse, et. al.,2025); (Chakraborty, et.al., 2024); (Mahdad, et.al., 2024)[9][10][11]. To address these risks, 

new technologies are being developed to strengthen authentication processes and improve protection of user 

credentials (Ismail et.al., 2024); (Khan et.al,2024);(Maraveas et.al.,2024)[12][13][14]. 

One of the most promising innovations in this field is the use of deep learning-based facial recognition 

(Amirgaliyev, et.al, 2025); (Gill, et.al, 2024); (Dhakal, et.al,2024)[15][16][17]. This technique allows a system 

to verify a user’s identity by analyzing unique facial features through trained neural network models(Nosrati, 

et.al, 2024); (Malempati, M., 2024)[18][19]. However, facial recognition alone is not enough, as it can still be 

exploited using photos of the user (Shukla, et.al, 2025); (Erdogmus, N., & Marcel, S. 2014); (George, A., et., 

al.,2019)[20][21][22]. For this reason, researchers have also introduced real-time liveness detection(Rehman, Y., 

et. a., 2019); (Yu, C., et., al., 2019)[23][24], which can identify whether a face is from a live person rather than 

from a static image. In addition, multi-factor security mechanisms enhance this process by requiring more than 

one step of verification, making unauthorized access more difficult(Al-Mutairi, A., et., al.,2024)[25]. 

The performance and trustworthiness of facial recognition systems are often measured using two critical metrics 

False Acceptance Rate (FAR) and False Rejection Rate (FRR) (Liu, Qin, Wu, & Liang, 2022)[26]. The FAR 

represents the rate of not permitted users that the system incorrectly accepts, while the FRR indicates the rate of 
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authentic users who are incorrectly rejected. These measures provide a quantitative basis for evaluating the trade-

off between security and usability in biometric authentication(Reichinger, D., et.al., 2021);(Yang, W., et. al., 

2019); (Iskandar, A., et al. 2024); (Yang, W., et al., 2021)[27][28][29][30[[31]. A lower FAR signifies stronger 

resistance to spoofing or impersonation, whereas a moderate FRR ensures that genuine users can still access 

their accounts with minimal inconvenience. In biometric authentication, system performance is primarily 

evaluated through the False Acceptance Rate (FAR) and False Rejection Rate (FRR). Industry frameworks, 

particularly the FIDO Biometric Certification Requirements, specify that consumer-grade authenticators should 

operate at FAR levels around 0.01% (equivalent to 10⁻⁴ or 1 in 10,000) while maintaining FRR values below 7% 

for BioLevel 1/1+ and below 5% for BioLevel 2/2+. (FIDO Alliance, 2023)[32]. These thresholds are consistent 

with recent recommendations from the National Institute of Standards and Technology (NIST), which emphasize 

adopting stricter biometric error limits to ensure more robust and reliable authentication systems (NIST, 

2022)[33]. 

Despite these advances, most existing systems apply these technologies separately rather than as a unified 

solution. This research addresses that gap by combining deep learning–based facial recognition, liveness 

detection, and multi-factor authentication into a single integrated framework. In addition, the system’s False 

Acceptance Rate (FAR) and False Rejection Rate (FRR)( Abdelfatah, R. I. 2024)[34] were examined to ensure 

an optimal balance between security and usability, where FAR measures how often unauthorized users are 

mistakenly granted access and FRR indicates how often legitimate users are incorrectly denied(Shinde, S. R.,et., 

al.,(2025); (Prasad, P., et., al.,(2023); (Khairnar, S.,et. al., 2025)[35][36][37]. To achieve this, the researcher 

focused on the following objectives: To develop a face authentication system (1); To integrate liveness detection 

into the authentication process (2); To integrate multi-factor authentication (MFA) option such One-Time 

Password (OTP) or Time-Based OTP (TOTP)(3);To evaluate the system in terms of F1-score, recall, and 

precision (4); and To assess the overall system quality using the ISO/IEC 25010 software product quality 

standard (5). This study aimed to contribute to the development of more secure, reliable, and user-friendly 

authentication systems by combining deep learning-based facial recognition, real-time liveness detection, and 

multi-factor security mechanisms into a unified login framework. 

METHODOLOGY 

 

Fig. 1. Conceptual Design 
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Figure 1 shows the conceptual design of FaceLog: Login User Authentication Utilizing a Convolutional Neural 

Network (CNN). The framework composed of three major phases: System Design and Planning, Implementation 

and Integration, and Testing and Evaluation (Hossain, M., 2023)[38]. The first phase defines the system’s 

objectives, features, and target users while identifying key modules.  It also includes the identification of suitable 

development tools as well as the design of the user interface (UI) and database schema to ensure both efficiency 

and usability. The second phase, Implementation and Integration, covers the actual system development, 

including the creation of the Flask-based web application, integration of liveness detection using the Eye Aspect 

Ratio (EAR)( Mahmood, et. al, 2025)[39], and implementation of the ResNet CNN model for facial feature 

extraction and verification (Sheng, et. al, 2024)[40]. This phase also includes the development of authentication 

logic for comparing live and stored embeddings and connecting the backend to a secure database for encrypted 

data management. The final phase, Testing and Evaluation, validates the system’s performance through unit, 

integration, and system testing. Its effectiveness is measured in terms of Accuracy, Precision, Recall, and F1-

score, and evaluated under the ISO/IEC 25010 Product Quality Standard to confirm that the developed system 

meets global software quality and cybersecurity requirements. 

 

Fig. 2. System Architecture Overview 
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The diagram shows that the user sends interact with the user interface. The system captures face input via the 

web camera. The system detects human face and verifies liveness. The captured human face extracted in the 

CNN layer. In this layer, deep learning models was utilized. The face alignment layer, this layer Normalize the 

detected faces so they are in a consistent orientation and scale, improving the accuracy of subsequent steps. It 

utilizes techniques that identifies key points (eyes, nose, mouth). The feature extraction layer, convert the aligned 

face into a numerical representation (feature vector called embedding) that captures essential facial 

characteristics. It applies deep learning models (CNN) to extract rich feature representations. The extracted 

features matched to the database of known faces to identify or verify the individual. If the scanned face matches 

on the stored data on the database, the system allows sends One-Time Password via email or prompt the user to 

enter TOTP using Google authenticator. Once OTP or TOTP is verified the user have gained access to the web 

application system.   

Table 1. Summary of Testing Dataset and Experimental Conditions 

Category 

 

Description 

Number of Participants System Users = 52, System Administrators = 18 

Total Authentication Attempts 100 face-based authentication attempts 

Authentication Mode Face recognition with liveness detection and MFA 

Liveness Mechanism Blink-based eye aspect ratio (EAR) verification 

Camera Type Standard webcam 

Camera Distance Approximately 40–60 cm from the subject 

Lighting Conditions Controlled indoor lighting, no extreme shadows or backlighting 

Face Orientation Near-frontal pose with minor natural head movement 

Occlusion No masks, sunglasses, or facial obstructions 

Environment Type Controlled indoor environment 

Confidence Threshold 90% similarity threshold 

Table 1 summarizes the testing dataset and experimental conditions used to evaluate the proposed FaceLog 

system. The evaluation involved 70 participants, including 52 system users and 18 system administrators, and 

consisted of 100 face-based authentication attempts. Facial recognition was combined with liveness detection 

and multi-factor authentication (MFA), with liveness verified using a blink-based eye aspect ratio (EAR) 

technique. All authentication attempts were performed using a standard webcam positioned approximately 40–

60 cm from the subject under controlled indoor lighting conditions, with participants maintaining a near-frontal 

facial orientation and minimal natural head movement. The experiments were conducted in a controlled indoor 

environment to establish baseline system performance; therefore, the reported results should be interpreted 

within the context of these controlled experimental conditions. 
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RESULTS 

A. Design and develop a face authentication that utilizes a Convolutional Neural Network 

(CNN) algorithm. 

 

Figure 3. Developed face authentication 

The figure above illustrates the developed face authentication system, which enables users to verify their identity 

through a webcam before accessing their accounts. The system first detects whether the input is a human face, 

then performs liveness verification, and finally measures the confidence level of the detected face, which is set 

at 90%. This prototype demonstrates the practical application of facial recognition technology in platforms that 

require enhanced login security.  

The authentication module was implemented in Python using core libraries for image processing, facial feature 

extraction, and identity validation. Below is the library used in the development of this technology. 

Table 2: Library used in the development of the face authentication 

Library / Module Description 

cv2 (OpenCV) Captures images from the camera and performs basic image preprocessing (resizing, 

color conversion). 

dlib Detects facial landmarks (eyes, nose, mouth) and supports CNN-based face detection. 

face_recognition Generates 128-D facial embeddings and performs face comparison and identification. 

numpy Handles numerical operations on face embeddings (averaging, distance calculation). 

scipy.spatial.distance Computes Euclidean distance between embeddings to validate identity. 

faiss Speeds up face embedding searches and similarity matching for large datasets. 

pyotp Validates Time-based One-Time Passwords (TOTP) for multi-factor authentication. 

flask_bcrypt Hashes and verifies passwords securely alongside face-based validation. 
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qrcode Generates QR codes for linking the system to Google Authenticator (TOTP setup). 

mysql Stores and manages user data, facial embeddings, authentication logs, and performance 

logs. 

Pseudo Code of the Developed System 

 

BEGIN USER_REGISTRATION 
    # --- Libraries used (where applied) --- 
    # flask: routing, session, render/redirect, flash 
    # mysql.connector: duplicate checks, INSERT user 
    # cv2 (OpenCV): camera capture, BGR→RGB conversion, drawing (optional) 
    # face_recognition: face_locations (HOG/CNN), face_encodings (128-D) 
    # numpy: mean of embeddings, L2 normalization 
    # pyotp: TOTP secret + verification 
    # qrcode, base64, io: provisioning QR generation + in-page display 
    # flask_bcrypt: password hashing 
    # json: store 128-D encoding as JSON string 
 
    ROUTE /register [GET, POST] 
 
    # --- Access control --- 
    IF NOT (session.admin_id EXISTS AND session.admin_2fa_verified == TRUE) THEN 
        flash("Unauthorized access"); REDIRECT to admin_login_face 
    ENDIF 
       IF request.method == POST THEN 

        step ← form.step 

 

        IF step == "register" THEN 

            # 1) Read and validate fields 

            firstname, lastname, username, password, phone, email, role ← read form fields 

            IF any field missing OR role ∉ {"admin","user"} THEN 

                flash("Invalid input"); REDIRECT /register 

            ENDIF 

            # 2) Uniqueness checks (DB) 

            IF EXISTS(system_users.username==username OR system_users.email==email) OR 

               EXISTS(admin_users.username==username OR admin_users.email==email) THEN 

                flash("Username or email already exists"); REDIRECT /register 

            ENDIF 

# 3) Capture face and compute 128-D template 

            video ← cv2.VideoCapture(0) 

            frames_collected ← [] 

            embeddings ← [] 

 

            REPEAT total_images times (>=1; e.g., 1–5): 

                success, frame_bgr ← video.read() 

                IF NOT success: CONTINUE 

                frame_rgb ← cv2.cvtColor(frame_bgr, BGR2RGB) 

                  # HOG first (fast), fallback to CNN (robust) 

                boxes ← face_recognition.face_locations(frame_rgb, model="hog") 

                IF boxes EMPTY: boxes ← face_recognition.face_locations(frame_rgb, model="cnn") 

                IF boxes EMPTY: CONTINUE 

                encs ← face_recognition.face_encodings(frame_rgb, boxes) 

                IF encs NOT EMPTY: embeddings.APPEND(encs[0]) 
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           video.release() 

 

IF embeddings EMPTY THEN 

                flash("Failed to capture face"); REDIRECT /register 

            ENDIF 

 

            avg ← numpy.mean(embeddings, axis=0).astype(float32) 

            norm ← L2_NORM(avg) + 1e-8 

            template_128d ← (avg / norm)   # L2-normalized 128-D vector 

            face_encoding_json ← json.dumps(template_128d.tolist()) 

           # 4) Hash password (bcrypt) 

            hashed_password ← bcrypt.hash(password) 

            # 5) Create TOTP (server-side) + QR provisioning 

            totp_secret ← pyotp.random_base32() 

            otp_uri ← TOTP(totp_secret).provisioning_uri(name=email, issuer="FaceAuthApp") 

            qr_png ← qrcode.make(otp_uri) 

            qr_data_b64 ← base64.encode( png_bytes(qr_png) ) 

            # 6) Render TOTP verify step (keep secrets server-side) 

            RENDER register.html with step="verify_totp" and show qr_data_b64 

            STORE pending fields (firstname, lastname, username, hashed_password, 

                                  phone, email, role, face_encoding_json, totp_secret) 

            IN SERVER SESSION (not in client form) 

        ELSE IF step == "verify_totp" THEN 

            # 7) Verify TOTP 

            code ← form.otp 

            totp_secret ← session.totp_secret 

            IF TOTP(totp_secret).verify(code, valid_window=1) == FALSE THEN 

                flash("Invalid Google Authenticator code") 

                RENDER verify_totp page again 

            ELSE 

                # 8) Commit to DB (admin_users or system_users) 

                table ← ("admin_users" IF role=="admin" ELSE "system_users") 

                INSERT INTO table (firstname, lastname, username, password, phone_number, 

                                   email, face_encoding, role, status, totp_secret, twofa_enabled) 

                              VALUES (firstname, lastname, username, hashed_password, phone, 

                                      email, face_encoding_json, role, 'active', totp_secret, TRUE) 

                db.commit() 

                # 9) Optionally cache in-memory (known_faces[username] = template_128d) 

                #    (Ensure it’s the normalized vector) 

                flash("Registration successful") 

                RENDER register.html with step="success" 

            ENDIF 

        ENDIF 

    ELSE 

        # GET: show empty registration form 

        RENDER register.html with step="register" 

    ENDIF 

 

END USER_REGISTRATION 
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The pseudo code presented the algorithmic workflow of the developed face-recognition module integrated into 

the FaceLog authentication. It outlines the sequential processes involved in capturing, analyzing, and validating 

a user’s facial data during login. Initially, the system activates the webcam and identifies the presence of a human 

face inside the frame using a convolutional neural network–based detector. The pseudo code also integrates 

liveness verification through eye-blink detection before proceeding to facial matching, thereby enhancing 

resistance against spoofing attacks. Once a face is identified, the algorithm extracts key facial landmarks and 

computes numerical embeddings that represent the unique features of the individual. These embeddings are then 

matched with the saved reference vectors in the database to measure similarity based on Euclidean distance. A 

confidence threshold of 90 percent is applied to determine a valid match, ensuring accurate identification and 

minimizing false acceptances. Presenting this pseudo code provides a clear procedural understanding of how the 

system operationalizes the face-recognition algorithm, linking theoretical design with its practical software 

implementation. The structured logic demonstrated in the pseudo code confirms the efficiency, security, and 

transparency of the authentication process developed in Python. 

B. Integrate liveness detection into the authentication process   

Pseudo Code 

The developed face authentication system includes a liveness detection feature to ensure that only real human 

users can access the system. The process begins with face detection using two models for higher accuracy. When 

the captured image is clear and stable, the system applies the Histogram of Oriented Gradients (HOG) model 

because it is fast and efficient. If the image is blurred or affected by lighting, the system automatically switches 

to a Convolutional Neural Network (CNN) model, which performs better in complex visual conditions. To 

confirm that the detected face belongs to a live person, the system uses the Eye Aspect Ratio (EAR) algorithm. 

This algorithm detects natural eye blinking, which cannot be replicated by static photos or recorded videos. The 

EAR is calculated from points around the user’s eyes, and a drop in the ratio indicates a blink. When a valid 

blink occurs within the set time window, the system marks the user as “live” and proceeds with facial recognition. 

If no blink is detected, the process ends and access is denied to prevent spoofing. The pseudocode shows how 

the liveness detection process is integrated into the face authentication workflow of the developed system. 

 

 

BEGIN LIVENESS_DETECTION 
 
SET EAR_THRESHOLD = 0.22 
SET BLINK_FRAMES = 3 
SET WINDOW_SEC = 5 
blink_counter = 0 
last_blink_time = 0 
 
OPEN camera 
LOOP frame-by-frame: 
    frame_rgb = BGR2RGB(frame) 
    faces = detect_faces(frame_rgb)            # HOG → fallback CNN 
    IF count(faces) != 1: CONTINUE 
 
    landmarks = predict_68_landmarks(frame_rgb, faces[0]) 
    ear = mean( EAR(left_eye_pts), EAR(right_eye_pts) ) 
 
    IF ear < EAR_THRESHOLD: 
        blink_counter += 1 
        IF blink_counter ≥ BLINK_FRAMES: 
            last_blink_time = now() 
            blink_counter = 0 
    ELSE: 
        blink_counter = 0 
 
    IF now() - last_blink_time ≤ WINDOW_SEC: 
        RETURN "Liveness Verified" 
 
CLOSE camera 
RETURN "No Liveness" 
 
END LIVENESS_DETECTION 
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C. To integrate Multi-factor-authentication OTP and TOTP 

After a user passes the face-liveness check, the system proceeds to multi-factor authentication. The user can 

choose either a one-time password sent to email or a time-based one-time password (TOTP). Examples of the 

OTP and TOTP flows are shown below. 

                         

Fig. 4. Integration of One-Time-Password 

                                                                                               

Fig. 5. Integration of Time-Based-One-Time-Password 

Figure 4 and 5 shows the integration of Multi-Factor Authentication (MFA) into the developed face 

authentication system was successfully implemented using both One-Time Password and Time-Based One-Time 

Password mechanisms. After the user’s identity is verified through face liveness detection, the system prompts 

an additional verification step where the user can choose between OTP sent via email or TOTP generated through 

Google Authenticator. This layered integration ensures that even in cases where facial recognition data are 

intercepted or spoofed, access is denied without successful secondary factor authentication.  

During testing, OTP verification functioned reliably through email delivery, with each code expiring after 300 

seconds to prevent reuse. The TOTP method synchronized successfully with authenticator applications, 

demonstrating secure token generation based on time intervals. Both methods verified user authenticity before 

granting access, thereby strengthening the security of the overall authentication process. 

The result confirms that the integration of multi-factor authentication added an essential security layer beyond 

biometrics. OTP provided accessibility for general users, while TOTP offered stronger protection through 

encrypted, time-based keys. This balance supports both usability and advanced security, making the system 

adaptable for different operational environments. 

The integration of OTP and TOTP into the face authentication system demonstrates a practical improvement in 

web-based login security. It provides a layered verification approach that combines biometric recognition with 

token-based authentication, minimizing risks of unauthorized access, phishing, or replay attacks. 

For practical applications, this approach is suitable for secure platforms such as academic portals, e-banking 

systems, and institutional logins where high security and user trust are essential. From a research perspective, 
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the result validates that combining deep learning-based facial recognition with multi-factor authentication 

creates a more resilient and user-centered security model, bridging the gap between convenience and protection. 

D. System Evaluation in terms of recall, precision and F1-score 

The system’s performance was measured using the F1-score, which evaluates both precision and recall 

determining accuracy in face authentication. The F1-score provides a balanced view of how well the system 

identifies real users and rejects impostors. The computed value was 1.0, derived from the formula: 

Solution 1: 

𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏 =
𝟏𝟎𝟎

𝟏𝟎𝟎 + 𝟎
= 𝟏. 𝟎 𝒐𝒓 𝟏𝟎𝟎% 

Solution 2: 

𝑹𝒆𝒄𝒂𝒍𝒍 =  
𝟏𝟎𝟎

𝟏𝟎𝟎 + 𝟎
= 𝟏. 𝟎 𝒐𝒓 𝟏𝟎𝟎% 

Solution 3: 

𝑭𝟏 − 𝑺𝒄𝒐𝒓𝒆 = 𝟐 𝒙 
(𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏 × 𝑹𝒆𝒄𝒂𝒍𝒍)

(𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏 + 𝑹𝒆𝒄𝒂𝒍𝒍)
= 𝟐 𝒙 

𝟏𝒙𝟏

𝟏 + 𝟏
= 𝟏. 𝟎 𝒐𝒓 𝟏𝟎𝟎% 

This result means the system achieved perfect precision and recall, correctly identifying all genuine users without 

producing false matches or rejections. The score confirms that the model effectively recognized every real face 

while preventing unauthorized access. 

The high accuracy demonstrates the reliability of the developed system that integrates convolutional neural 

network-based face recognition with liveness detection and multi-factor authentication. The result indicates that 

combining these security layers improved both recognition performance and system resilience against spoofing 

attacks.  

Under the controlled indoor testing conditions described in Table 1, the system maintained consistent 

authentication performance at a 90% decision threshold without producing false acceptances or false rejections.  

The reported F1-score of 1.0 and corresponding 100% accuracy were obtained under controlled indoor 

laboratory conditions designed to establish baseline system performance. Consequently, these results represent 

best-case performance, and system accuracy may vary in real-world environments due to factors such as lighting 

variability, pose changes, occlusion, and device differences. 

In the FaceLog system, identity verification is performed using a similarity-based decision threshold set at 90%, 

which defines the minimum confidence level required for a successful facial match. This threshold was selected 

through empirical observation to achieve a balance between system security and user accessibility during 

baseline testing. At the 90% confidence threshold, the system recorded no false acceptances and no false 

rejections under controlled indoor laboratory conditions, yielding an F1-score of 1.0. However, the selection of 

a decision threshold has a direct impact on the balance between the False Acceptance Rate (FAR) and the False 

Rejection Rate (FRR). Reducing the threshold increases tolerance to facial variation and may lower FRR, but it 

also raises FAR and increases the risk of unauthorized access. In contrast, increasing the threshold applies stricter 

matching criteria, which can reduce FAR while simultaneously increasing FRR and negatively affecting user 

convenience. Since threshold sensitivity was not evaluated across multiple operating points in this study, the 

reported results reflect best-case performance under controlled conditions.  

E. Assessment of system quality using the ISO/IEC 25010 software product quality standard  

Table 3. System evaluation summary result(IT Expert). 
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Category Mean Score Qualitative Rating 

A. Functional Suitability 4.71 Very Great Extent 

B. Performance Efficiency  4.42 Very Great Extent 

C. Compatibility 4.50 Very Great Extent 

D. Interaction Capability 4.67 Very Great Extent 

E. Reliability 4.59 Very Great Extent 

F. Security 4.65 Very Great Extent 

G. Maintainability 4.62 Very Great Extent 

Overall Mean 4.59 Very Great Extent 

The table shows the overall mean score of 4.59 confirms that the developed system meets international software 

quality standards to a Very Great Extent. It shows a high level of functional accuracy, operational efficiency, user 

interaction quality, reliability, security, and maintainability. Users rated the system as robust, efficient, and user-

friendly, confirming its readiness for real-world deployment and institutional use. The consistent Very Great 

Extent ratings across all categories highlight both the technical soundness and practical usability of the system, 

demonstrating its success in meeting its objectives and exceeding user expectations. 

Table 4. System evaluation result(Intended Users) 

Category Mean Score Qualitative Rating 

A. Functional Suitability 4.34 Very Great Extent 

B. Performance Efficiency  4.57 Very Great Extent 

C. Compatibility 4.50 Very Great Extent 

D. Interaction Capability 4.41 Very Great Extent 

Overall Mean 4.59 Very Great Extent 

The table presents the overall system evaluation results based on four major quality characteristics from the 

ISO/IEC 25010 Product Quality Standard: Functional Suitability, Performance Efficiency, Compatibility, and 

Interaction Capability. All categories received an Excellent qualitative rating, with mean scores ranging from 

4.34 to 4.57 and an overall mean of 4.59, indicating outstanding system performance and quality. Among these, 

Performance Efficiency obtained the highest mean score (4.57), showing that the system performs operations 

efficiently with fast response times and optimal resource utilization. Compatibility followed with a mean score 

of 4.50, confirming that the system integrates smoothly with other applications and platforms without 

interference. Interaction Capability achieved a mean score of 4.41, demonstrating that the system offers a user-

friendly, intuitive, and responsive interface. Meanwhile, Functional Suitability recorded a mean of 4.34, 

signifying that the system effectively fulfills its intended purpose and meets user requirements. Overall, the 

results verify that the face authentication system is highly functional, efficient, compatible, and user-centered, 

meeting user expectations and fully aligning with the standards set by the ISO/IEC 25010 product quality model. 

CONCLUSIONS 

The study successfully developed a face authentication system that integrates facial recognition, liveness 

detection, and multi-factor authentication to improve login security. The developed system verifies user identity 
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through a webcam by detecting facial features, confirming liveness through eye blinking, and validating access 

through additional authentication options such as OTP and TOTP. The combination of deep learning-based face 

recognition and secondary authentication layers demonstrated the system’s effectiveness in warranting secure 

and reliable access control. The integration of these technologies provides a strong defense against unauthorized 

access and spoofing attempts while maintaining usability and convenience for legitimate users. The findings 

confirm that the developed system can serve as a practical security framework for web-based applications 

requiring both accuracy and resilience. It demonstrates the potential of combining biometric and token-based 

authentication for safer digital environments. 
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